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CHUYEN DE
MOT SO QUY PINH CUA PHAP LUAT VE QUAN LY,
KHAI THAC, SU DUNG THONG TIN TREN INTERNET,

MANG XA HOI; PHONG, CHONG TAC HAI CUA TRO
CHOI TRUC TUYEN CO NOI DUNG BAO LUC VA
KHONG LANH MANH
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LUAT
AN NINH MANG

Ludt 56 2472071 8/QH14 cha Qudchdl mude Chng hida k3 hid chi nghfa Viét Nam
khida XIV, ky hop thir 5 thing qua ngiy 12 thing 6 nim 2018,
o higw luc tu 07-00-2019

MHA XUAT BAM HONG BUC

Chuyén dé danh cho

sinh vien dau khoa



1. Cac qui dinh ciia phap luit vé an ninh mang

2. Cac qui tac rng xur cua sinh vién trén mang xa hoi

3. Cac qui dinh vé xir 1y vi pham trong linh vwe an ninh mang




VAN BAN QUI PHAM PHAP LUAT
* Luat An ninh mang 2018, c6 hiéu luc thi hanh ttir ngay
\  01/01/2019 (GV gi6i thiu khdi qut, SV tim hiéu chi tiét 2
| « B luat Hinh su 2015 (stra d6i, bd sung 2017), qui dinh v& 55
tdi pham trong linh vuc cong nghé thong tin, mang vién
__ \\\ thong (tir Diéu 285-294) (SV tu nghién ctru trong tai lidu)

o Nghi dinh s6 15/2020/ND-CP ngay 03/02/2020 ctia Chinh
. phu quy dinh x1r phat vi pham hanh chinh trong Iinh vuc buu
. chinh, vién thdng, tan s6 vO tuyén dién, cong nghé thong tin
va glao dich dién tir (GV gid1 thiéu khai quat, sinh vién tim

\

AW

hiéu chi tiét trong tai liéu)



VAN BAN HANH CHINH

o Bé Quy tic ieng xir trén mang xa hi ban hanh theo
| Quyét dinh s6 874/QD-BTTT ngay 17/6/2021 cua B~
( Thong tin va Truyén thong (GV gidi thiéu khai quat,
\\ SV nghién ctru tai li¢u)

o Du thdo B QUi tic irng xir trén mang xa héi cla
- HUFI nam 2021, dang dugc to chirc lay kién gép y ctia.

can bo, vién churc, nguoi lao dong, nguoi hoc cua
HUFI (du kién s& ban hanh trong nam 2021)




T@V'N hi¢én nay dang hoat bao nhi€u trang mang xaehéid
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VN: Nhaccuatui, Mocha, Hahalolo, Gapo, Lotus...
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thanh vién cung s& thich trén Internet lai véi
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\/ Mang x& hoi co nhitng tinh nang nhw: chat, voice chat, e- mall
. phim 4anh, am nhac, video, chia sé file, blog, binh luin..

v M¢t soO mang xa hoi hién nay: Facebook, Twitter, T|kTok >
| Instargam, Google Plus, YouTube, Zalo, Viber, Wechat.. '

1 Social Media
25 | o8

www.shutterstock.com - 82693896



Mang x4 hdi trén thé giéi hién nay




ol THE WORLD’S MOST-USED SOCIAL PLATFORMS

202] THE LATEST GLOBAL ACTIVE USER FIGURES (IN MILLIONS) FOR A SELECTION OF THE WORLD'S TOP SOCIAL MEDIA PLATFORMS*

FACEBOOK' 2,740

YOUTUBE” 2,291

WHATSAPP' 2,000

Femessencer (SRS e 1,300
mstacram R 1,221
wexiN /7 wecHAT [ 1,213
ok [ 89
cc' [N 617

oouvin* | 600

snaweso' |GGG 511

teiecrav' [ 500

snarcHat [ 498

DATA UPDATED TO:

cuasrou' I 481 25 JANUARY 2021

rnreresT (G 442

reoor [ 430

wirer [ 353

auora [ 300

e TNOTES PLATFGRMS IDENTIFED BY (+) HAVE NOT PUBLISHED UPDATED USER MUMBERS 1N THEPAST 12 MONTHS, SO HGURES WILL BE LESS RMUARLE. (o) HGURE FOR DOUYIN USES THE are. ‘ Hootsmte@

REPORTED DAILY ACTIVE USER FIGURE, SO MOMTHLY ACTIVE USER FIGURE IS LIKELY HIGHER. soc ul






Loi ich

Mang x3a hoi giup chung ta biét dugc nhiéu thong tin dang dién ra
xung quanh minh, giap ching ta két nd1 vo1 ban be ¢ khap noi1 trong
nudc va ca 0 nudc ngoal. Nhing 1g1 ich do cu thé nhu sau:

O Tiép nhan, trao déi thong tin
Cac trang mang xa hoi ciing la mot
kénh tiép nhan, trao doi théng tin rat
htru hiéu, dac biét la trong tinh hinh
dich COVID-19.

Cac nhom Chat Zalo 1a noi dé Thay
Co gui bal giang, giao bai tap,
hudng dan hoc tap, 1am dé tai...
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STO (search engine. optimiz=ation) l:mgms witHh &
vebsite £ a stvalegy, butis all abou-(—mrhon social

O Hoc hoi m

Chi riéng YouTube cling co

Condent

thé day ban trong rat nhiéu
trong nhiéu linh vuc. Ban
c6 thé hoc céach cai dit, st
dung phan mém, khic phuc
Sir ¢o may tinh, hoc ngoai
ngit, may va, nau an...




0 Két noi ban bé

Mang x4 hoi 1a cong cu hitu hiéu dé két ndi voi ban be. Khi
g1a0 tiép trén Facebook, Twitter, ban c6 thé két n6i véi ban
be cua minh va nhan dugc thong tin cap nhat vé cudc séng
cua ho. Hay giir lién lac v&1 ban be cuia ban ngay ca khi ban
khong co thoi gian gip g& ho va mot so tng dung nhu: Bay
té6 quan diém, gi¢i thiéu ban than....




Mat trai cua mang xa hoi (MXH)

= Cuong tin MXH (ai néi gi trén mang ciing tin, lam theo, khong
can kiém tra, Xéc thure)

= Nghi¢n MXH song 30 (song theo cac trao luu tren I\/IXH)

= Tam li bat on, trim cam X & -

= Mat thoi gian | ' ;

= Nguy co b1 lwa dao, 10 thong tin ca nhan

R

= Tiép xuc vdi cac thong tin khong chinh xé4c, co hai (VD: tiém
vac-xin TQ s€ b1 vo sinh...)

< Tang mong muodn gay su chu y (muon thanh SAO trén mang XH)

< Xao lang cac muc tiéu ca nhan (VD: hoc tap, ren luyén...)
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» Khong gian mang: 1a mang lwdi két noi cia co

sé ha tang cong nghé thong tin, bao gom mang

\\ vién thong, mang Internet, mang may tinh, hé
thong thong tin, hé thong xir Iy va diéu khién
thong tin, co’ s¢ dir liu; 1a noi con nguoi thuc
hién cac hanh vi xa hoi khong bi gi¢i han boi
khong gian va thoi gian

» Khong gian mang quéc gia: 1a khong gian mang s>
do Chinh phii xac 1ap, quan 1y va kiém soat

(Biéu 2 Ludt An ninh mang) 8. '




Thach thwc an ninh khong gian mang

o Khéng gian mang tac dong dén moi linh vue cia
W doi song kinh té - xa hdi, bao gom ca cOng tac quan
/) ly nha nwéc

o Khoéng gian mang véi kha ning két noi vO han,
khong bi giéi han béi knong gian, thoi gian, dang
dit ra nhiéu thach thie an ninh mang tinh quéc
gia va toan cau nhw: t6i pham mang, khiing bo
mang, chién tranh mang, nhiéu loan thong tin, tin

gid...




An ninh mang la gi?

La sw bao dam hoat dong trén khong gian
mang kKhong xam hai dén an ninh quoc gia, trat =
tw, an toan xa hoi, quyéen va lgi ich hop phap
cua co quan, to chirc, ca nhan.

Toi pham mang la gi?

La hanh vi sit dung khOong gian mang, coOng
nghé thong tin hoac phwong tién dién tir dé
thwe hién toi pham dwoe quy dinh tai Bo luat
Hinh sy 2015.




An ninh mang trén thé gi¢i hién nay

® B&o cdo ciia To chire Canh sat hinh su quoc té:
\\ Toi pham sit dung cong nghé cao. dl’rng’thl’r 22
trong so cac loai toi pham nguy hiém nhat, sau 5=
/ t6i pham khiing bo.

I\ ® T chirc, ca nhan c6 két ndi véi mang Internet 4 é
1 déu c6 thé tré thanh nan nhan.
e

Y

Ny Thé gioi: toi pham mang gay thiét hai khoang 5
600 ty USD méi nim = 0,8% GDP toan cau.

e Pong A: thiét hai wée tinh 120 ty USD = 0,53
GDP khu vwe.

/




Luét vé an ninh mang ciia cac QG trén thé giéi

> Theo Lién hop quoc, c6 138 qudc gia da ban hanh luat
vé an ninh mang.

> Ngay 01/5/2019, Tong thong Nga Putin da ky ban hanh
Luat Internet chu quyén, cho phép nudc nay ngat truy
cap Internet khoi cdc may chii nudc ngodi, nham dam
bao an ninh cho hé thong mang quoc gia.

> Ngay 15/5/2019, Tong thong M§ da ky Lénh hanh phap
tuyén bo trinh trang khan cap quoc gia, cam cac cong ty
cong nghé trong nudc sir dung thiét bi vién thong nudc
ngoai c6 nguy co gay hai doi vai an ninh quoc gia cua
M.
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Thuwc trang an ninh mang tai VN nam 2021

> Ngay 19/1/2021, BKAV c6ng bo chwong trinh danh
gi4 an ninh mang niam 2020: thiét hai do virus may -
tinh gay ra cho ngwoi dung Internet tai VN da vuot g
moc 1 ty USD (24.000 ty VND)

~» Hinh thiére cac cudc tan cong
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» Thwc trang an ninh mang tai VN nam 2021:

> Theo Trung tim Giam sat an toan khéng gian mang quoc - ,
\\ gia (NCSC) thuée Cuc An toan thong tin, Bo TT&TT: 52
,  Trong thang 6/2021, da ¢6 718 cuge tan cOng mang gay ra ‘
su cb VAo C4c hé thong thong tin ta1 Viét Nam

| \\\ > B&0 c40 xép hang an toan, an ninh mang toan cdu (GCI
| 2020) ctia Lién minh Vién thong quoc té nim 2020:

o VN dung tht 25 trén thé gidi, dtng thit 7 trong khu vuc
chau A - Thai Binh Duong va tha 4 khu vue ASEAN sau

Singapore, Malaysia va Indonesia vé an toan, an ninh
mang.




>Nhitng vu tan cOng mang tai VN:

v Lo dir liéu thong tin ca nhan 5,4 triéu khach hang cua
\\H Cong ty Thé Gidi Di Pong
l

v L0 dir liéu thong tin khach hang cua FPT Shop

v/ 275 nghin dir liéu cua Ngan hang Hop tac x& Viét Nam |
bi tin tic danh cap

v/ Tin tic tan c6ng hé thong may chu cia Vietnam
Airlines, man hinh thong tin chuyén bay tai san bay
Noi Bai va Tan Son Nhat xuat hién théng tin kich
dong, xuc pham Viét Nam va Philippines, xuyén tac veé
tinh hinh Bién Pong




Nhitng vu tin cong mang lon trén thé gidi

M3 doc Ransomware, WannaCry lam té li¢t hang triéu hé -
thong thong tin trén thé gidi. Hau qua lam 19, thong tin ca >
nhan, bi mat kinh doanh cua doanh nghi¢p, doi1 tién chudc,
tong tién... lam diéu dung nhiéu doanh nghiép

Nha may ctia Foxconn bi tin tac tan cong, do1 34 tricu
USD tién chudc dit lidu ?
Vu théng tin ¢4 nhan ciia 267 triéu nguoi diing Facebook £
duoc rao ban >

§
&

Intel bi tin tic tan cong, gay 10 ri 20 GB dit liéu bi mat
T-Mobile, nha mang 16n ctia M§ bi hacker tan cong.



> Trude thach thiee vé an ninh mang trong thoi ky
toan cau héa, Viét Nam da lam gi?

»Nam 2015: Ban hanh Luat An toan thong tin
mang, CO hiéu lwc thi hanh tir ngay 01/7/2016

» Nam 2018: Ban hanh Luat An ninh mang, cO hiéu
lwe thi hanh tir ngay 01/01/2019

» Thanh lap cac co quan chuyén trach thwc hién
cong tac bao dam an ninh, an toan thong tin caa
Bo TT&TT, B§ Cong an, Bd Qudc phong.




GIOI THIEU
Luat An ninh mang dwge Quoc hi khoa X1V, ky
hop thir 5 thOng qua ngay 12/6/2018.

Luat An ninh mang cé hiéu lwc thi hanh tir ngay
01/01/2019.

KET QUA BIEU QUYET

THOI GI 0:00
THAM GIA 95.69%
TAN THANH 86.86%

KHONG TAN THANH 3.08%

KHONG BIEU QUYET 5.75%




SU CAN THIET BAN HANH LUAT AN NINH MANG
1. Pap rng yéu cau ciia cOng tadc an ninh mang trong bao vé
an ninh quéc gia, bao dam trat tw an toan xa hoi
2. Phong ngira, wng pho véi cac nguy co de doa an ninh
mang
3. Khic phuc ton tai, han ché lién quan bao vé an ninh mang
4. Thé ché hoa day du, kip thoi cac chi trwong, dwong 16i
ciia Pang vé an ninh mang
5. Bao dam sw phu hop véi quy dinh cia Hién phap 2013 vé
quyén con nguoi, quyén co ban ciia cong dan va bao vé To
quoc
6. Bao dam sw phu hop véi thong 1é quoc té




6 nhém hanh vi cam dang tai, phat tan trén mang

Theo Luat An ninh mang (c6 hiéu luc tu 1-1-2019), c6 6 nham hanh vi bi
cam dang tai, phat tan trén khéng gian mang.

e Aol

2. Kich dong gay

bgo Iogn pha réi an ninh, gay
roi trat tu cdong cong:

a) Kéu goi, van dong, xti giuc, de doa,
gay chia ré, tién hanh hoat déng v
trang hoacdung bao luc nham chéng
chinh quyén nhan dan;

b) Kéu goi, van dong, xui giuc, de doa,
16i kéo tu tap dong ngudi gay roi, chong
ngudi thi hanh cong vu, can tré hoat
dong dia co quan, t6 chifc gay mat én
dinh vé an ninh, trat tu.

1. Tuyén truyén chéng

Nha nNnuWdC ong hoa xa hai cha nghia
Viét Nam:

a) Tuyén truyén xuyén tac, phi bang chinh quyén
nhan dan;

b) Chién tranh tam ly, kich dong chién tranh xam
lugc, chia ré, gay thu han gitra cac dan toc, ton
gido va nhan dan cac nuéc;

3. Lam nhuc,
vu khéng:

a) Xdac pham nghiém trong
danh du, uy tin, nhan pham
cta ngudi khac;

b) Thong tin bia dat, sai su that
xam pham danh du, uy tin,
nhan pham hodc gay thiét hai
dén quyén va lgi ich hop phap
ctia to chiic, ca nhan khac.

c) Xic pham dan téc, quocky, qudc huy, quoc ca,
vi nhan, Ianh tu, danh nhan, anh hing dan téc.

ﬁ“

4. Xam pham trat tu

O001
o110
100 1

/
6. Gian diép Man g; xam pham bi mat nha nudc,
bi mat céng tac, théng tin ca nhan:

a) Chiém doat, mua ban, thu git, <6 y lam 16 thong tin thudc bi mat

- - ~ -
quan ly kinh té. gay hoang mang trong nha nudc, bi mat cong tac bi mat kinh doanh, bi mat ca nhan, bi
nhan dan, gay thiét hai mat gia dinh va doi séng riéng tu...

a) Thong tin bia dat, sai su that vé san pham, cho cichost 40na Kinh & S = — =

hang héa, tién, trai phiéu, tin phiéu, cdng et gé.y Kie ?(hén e b) C6 y x6a, lam hu héng, that lac, thay déi thong tin thudc bi mat...

trai, séc va cac loai gidy t& 6 gia khac; =3 c) C6 y thay doi, hiy bé hoaclam vo hiéu héa cac bién phap ky thuat
; duogc xay dung, ap dung dé bdo vé thong tin thudc bi mat...

d) Pua Ién khong gian mang nhitng thong tin thudéc bi mat...

5.Saisuthat

{ hoat dong ctia co quan
§ b) Thong tin bia dat, sai su that trong linh vuc nha nudc hoac ngudi thi

tai chinh, ngan hang, thuong mai dién ti, 4 hanh cong vu, xam pham == - X o A S
thanh toan dién tir, kinh doanh tién té, huy quyén va loi ich hop phap d) C6 y nghe, ghi am trai phép cac cu6cdam thoai;

dong von, kinh doanh da cap, chirng khoan. ctia t6 chiic, ca nhan khac e) Hanh vi khac ¢6 y xam pham bi mat...




14 hanh vi vi pham
LUAT AN NINH MANG
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Kéu goi, van dong, xui giuc, de doa,

16i kéo tu tap doéng ngudi d€ gay rdi,

chéng ngu¢i thi hanh céng vu,

can tr& hoat ddng cla co quan,

t6 chlrc gay mat én dinh vé an ninh, trat tu;

Xuc pham nghiém trong danh dur,
uy tin, nh&n pham cdia nguoi khac;




Théng tin bia dat, sai sy that xam pham
danh dur, uy tin, nhan pham hoac

gay thiét hai dén quyén va lgi ich hgp phap
ctia co quan, t6 chirc, ca nhan khac;

Thoéng tin bia dét, sai sy that vé san pham,
hang hda, tién, trai phiéu, tin phiéu,
cOng trai, séc va cac loai gidy to co gia khac;




Thoéng tin bia dat, sai su that trong

linh vire tai chinh, ngan hang, thuong mai
dién tdr, thanh toan dién t&r, kinh doanh
tien té, huy dong von,

kinh doanh da cap, chirng khoan;

Thoéng tin trén khdng gian mang co

ndi dung bia dat, sai sy that gay hoang mang
trong nhan dan, gay thiét hai cho hoat

dong KT-XH, gay khé khan cho hoat dong
cua CQNN hoac nguoi thi hanh cdng vy,
xam pham quyén va loi ich hop phap

cldia co quan, t6 chirc, ca nhan khac;




Chiém doat, mua ban, thu gitt, cO y

lam 16 théng tin thudc bi méat nha nudc,

bi mat cong tac, bi mat kinh doanh,

bi mat ca nhan, bi méat gia dinh va doi séng
rieng tu gay anh hudng dén danh dur,

uy tin, nhan pham, quyén va lgi ich

hop phap cta co quan, t6 chirc, ca nhan;

Pua len khong gian mang nhirng théng tin

thudc bi mat nha nuéce, bi mat cong tac, bi mat
kinh doanh, bi mat ca nhan, bi mat gia dinh
va doi séng riéng tu trai quy dinh cta phap luat; ©




Co y nghe, ghi am, ghi hinh trai phép
cac cudc dam thoai;

Pang tai, phat tan théng tin trén

khéng gian mang ¢ ndi dung quy dinh
tai cac khoan 1, 2, 3, 4 va 5 biéu 16
va hanh vi quy dinh tai khoan 1 Biéu 17
cta Luat An ninh mang;




Chiém doat tai san; t6 chirc danh bac, danh bac
qua mang Internet; trdom cap cudce vién thong
qudc té trén nén Internet; vi pham ban quyén

va s& hiru tri tué trén khéng gian mang;

Tuyén truyén, quang cao, mua ban hang hoéa,
dich vy thudéc danh muc cam
theo quy dinh cua phap luat;




Huéng dan nguoi khac thuc hién
hanh vi vi pham phap luat;

Phat tan chuong trinh tin hoc gay hai cho mang
vién théng, mang Internet, mang may tinh,

hé théng thong tin, hé théng xtr ly

va diéu khién théong tin, co s& dir liéu,

phuong tién dién tur.




NANG CAO CANH GIAC

Sinh vién HUFI can nang cao canh giac véi cac thi doan
hét sire tinh vi ma t§i pham mang sir dung dé lira dao
chiém doat tai san hodc du db ri ré, 16i kéo sinh vién vao
con dwong pham phap




Vu viéc dién hinh

e Nirsinh sdp bay viéc 1am online nhe nhang (https://vnexpress.net/nu-
sinh-sap-bay-viec-lam-online-nhe-nhang-4358193.html)
\\, « Nit sinh P. ndp 250.000 dong dang ky va dugc giao céng viéc chia sé =~
video trén mang Xa hoi; moi tuong tac voi cong ty qua Internet.
Sau khi gtri tién coc qua Internet Banking, P. dugc cap mot tai khoan
dang nhap vao Web cua cong ty. Nhiém vu hang ngay la vao 10 link
video dugc cap nhat san trén web dé xem, like, binh luan va chia sé vé é
trang ca nhan. Thoi gian 1am viée tir 10h sang dén 12h dém. Vi tinh &?
~ chat cong viéc trén, P. chi can ngoi ¢ nha cling c6 thé hoan thanh. 5
» MJdi thang, mot cong tac vién con phai moi it nhat 5 ngudi vao hé
thong mdi dat chi tiéu nhan thudng 2,4 triéu dong. Néu dudi 5 nguoi,
sé b1 khoa tai khoan.
Hoi: Thu doan lira ddao trong trwong hop nay la gi?

h

g)




CONG HOA XA HOT CHU NGHIA VIET NAM

poe 1ap ~ Tu do — Hanh phic
Ha Not, ngay 21 thang 08 yidom 202 !

THONG BAO e : 3
CAO TRUYEN THONG

Chinh sdch m_x(“n dung CTV cua CTyY ol IANCE

¢ pop suc dua cOng 1y TNHH quang ¢ao !ruyén thong & Fongay
cang phat trien. Ban [anlh dgo cOng ty thonge bio chinb shach tuyen dung nhiur saul
thang diu lam vige 7
va Ke

I. Quy dinh ve myén dung CTV
. Cain ctr vao nhu cau cua hoat dong cua cOng
Im;«zch_lu}fén dung CTV trong VIECC ..
— Tuyéen dung dua trén nguyen tic:
1. Tuyen S CT'V nhan 2trd '+ coc thiang sau tiep tuc lam theo chi tiéu cua cOng vy
2. Tuyven tir 0 dén 4 CTV cuoi thang nhin 2tr thang sau khoa tai khoan
3. Nghiém cam Viéc tao i khoan ao dé jay doanh s&. Néu cong ty phat hign cac
s& bj Khoa tai L_;ho:'m va khong duge nhan luaong.- |
1. Quy dinh vé vige CTV tuyén dung dé dugc ki hop dong ¢
(Xem trong quyén lyi cua CBNYV trén tai khoan cua ban)
Hl: Qu.?' dinh vé tién dit coc 250.000d va guy dinh ve tra lwong cho CBNV
- Tir ngay 20-08-2021 tat ca cde thanh vién m&i vao lam sé khong duge tra lal coc

cho dén khi lay uong;
_ Tir ngay 15-08-2021 tét ca cdc tai khoan cta CTV va CBNV déu phai lam du 30

ngay moi nhan Iuong.

ty, dinh bién ve 50 hugng CTV

ban

4 thoi han voi cong v

- AL - S I - 4 '




Vu viéc dién hinh (https://congan.com.vn)
» Sap biy lira “Nhan ngay 1 triéu dong tai khoan vi MOMO”
» COng an huyén Qué V3, tinh Bac Ninh vira ra quyét dinh khai to vu an,
khoi to bi can va ra 1énh bat tam giam Nguyén Drc Thong (SN 1999) vé
hanh vi “Lira dado chiém doat tai san”.
Thong dung sim rac tao nhiéu tai khoan trén tmg dung vi MOMO va
Facebook véi thong tin gia, sau d6 dung tai khoan Facebook gia dé ding tin
trén cac nhom tim kiém viéc lam tai Bac Ninh véi ndi dung “Nhan ngay 1
triéu dong d6i véi cac tai khoan vi MOMO d3 lién két véi tai khoan ngan
hang”. Khi c¢6 nguoi binh luan dudi bai viét, doi tuong dung tai khoan gia
trén nhan tin, trao d6i, gui hinh anh thong bao tring thuong dé bi hai tin va
 cung cap thong tin ca nhan cing ma OTP giao dich ing dung MOMO.
~ Ngay khi c6 duogc thong tin, Thong chiém quyén st dung tng dung
MOMO, rit tién tir tai khoan da lién két chuyén dén céc tai khoan MOMO
v6i thong tin gia da 1ap tir trude, sau d6 Thong tiép tuc chuyén dén tai
khoan ngan hang cua minh hoac thanh toan truc tuyén dé chiém doat.

_




Thu doan Iira dao qua mang thuwong gap

(1) Két ban, 1am quen, Yéu dwong trén mang xa hoi dé lira dao

* Cac d6i tugng ngudi nude ngoai st dung MXH nhu Facebook,
Zalo... dé két ban, lam quen vo1 nguoi bl hai dé tao su tin tuong. Sau
mot thoi gian, d6i twong thong bao giri qua 1a tién mit hodc tai san
c6 gia tri rat 16n qua duong hang khong.

* Sau do, c6 doi tuong nguoi Viét Nam gia danh nhan vién san bay,
hai quan yéu cau ngudi bi hai ndp tién dé nhan duoc qua. Cac doi
twong gia danh tao ra rat nhiéu Iy do chua nhan duoc qua dé ngudi
b1 hai chuyén tién 1am nhicu lan vao tai khoan ngan hang do d6i
tuong cung cap de chiém doat. Khi nguoi bi hai khong con kha ning
tiép tuc chuyén tién, cac doi tuong xoa tai khoan Facebook, Zalo




Thu doan Iira dao qua mang thuwong gap

~ MAO DANH
CANH SAT DIEU TRA

MAO DANH
VIEN KIEM SAT

MAO DANH
NHAN VIEN BUU DIEN




Thu doan Itra dao qua mang thuwong gap

| (2) Gia danh can bd cong an, vién kiém sat, toa an

* Cac d6i tugng dung phan mém cong nghé cao (Voice over IP) cO
chirc nang gia mao so dién thoai CQNN, tur xung la can bo Cong an /
Vién kiém sat / Toa &n bao nguoi bi hai ¢é lién dén mot vu an hinh
su dang diéu tra, 1am ho hoang mang, lo s¢ dé cung cap thong tin ca

nhan va tai khoan. Sau d6, doi tuong yéu cau nguoi bi hai chuyén
tién vao cac tai khoan chi dinh, cung cap ma OTP / huéng dan bi hai
tai ung dung gia mao c6 tén “Bo Cong an" va truy cap dé cung cap
thOong tin ca nhan, thong tin ta1 khoan ngan hang vé1 vo boc xac
minh, diéu tra. Sau d0, d6i tugng chiém quyén st dung tai khoan cia
bi hai va chuyén khoan va chiém doat tién ctia bi hai.




Thu doan Iira dao qua mang thuwong gap

(3) Gia danh nguoi than nho chuyén tién roi chiém doat

* Poi twong lap ta1 khoan MXH (Facebook, Zalo...) hoac chiém
quyén quan tri tai khoan MXH (hack) cua ngudi khac roi nhan tin
cho nguo1 than, ban be trong danh sach lién lac cua chu tai khoan gia
vay, muon tién, hodc nhd chuyén tién s6 luong 16n vao tai khoan

ngan hang cta doi twong, hodc gui thong bao 1énh chuyén tién gia,
kém duong link trang web gia mao ngan hang, yéu cau bi hai truy
cap, kiém tra. Két hop vdi ma OTP cia ngan hang lira 1ay duoc tir bi
hai, sau d6 kiém soat tai khoan Internet banking, chiém doat toan b
sO tién co trong tai khoan ngan hang cua bi hai.




Thu doan Iira dao qua mang thuwong gap

(4) Nhin tin trang thwéng

* Poi tuong st dung Messenger gui tin nhan cho nguoi bi hai thong bao
tring thudng tai san gia tri 16n (Honda SH, dién thoai, dong ho) hoic tién
(phiéu qua ting, phiéu mua hang...). Sau d6, yéu cau nguoi bi hai nap
tién qua thé dién thoai / chuyén tién qua tai khoan ngan hang dé lam thu

tuc nhan thuong. Viéc chuyén khoan/nap the phai dugc thuc hién trong
vong 60 dén 90 phut, néu kh()ng o141 thu:é’ng € chuyén cho nguo1 khac.

* Bén canh do, trén trang web dé hoan tat thi tuc ho so nhan thuong
thong tin vé don vi to chitc dugc dung 1én chi tiét, bao gom ca tén tudi
dia chi nhitng ngudi da tring trude d6, CMND cua nhan vién ho trg nhan
thudng khién ngudi bi hai mat canh giac va chuyén tién theo yéu cau cta
do6i tuong.




Thu doan Iira dao qua mang thuwong gap

(5) Kinh doanh da cap qua cac san giao dich tién d0, san ngoai hoi, hoic
dau tu dao tién ky thuit so

* Cac doi twong lap website dau tu tai chinh, cac ung dung, roi 16i kéo nhiéu
ngudi tham gia nhu: Goi dién thoai tu van, giri tin nhan, ding tin quang ba,
moi chao qua Zalo, Facebook..., to chtic cac budi hoi thao, dua nguoi tu xung
1a chuyén gla tai chinh dén chla s€ kmh nghlem

* Cac san déu dugc quang cao co nguon goc tir nude ngoai, lién két vai nén
tang giao dich dién tir hang dau thé gidi, cam két ngudi choi s& dugc huong
murc 13i suat cao, an toan, c6 thé rat von bat ky lic ndo, khong can dau tu tri
tué, thoi gian. Sau mot thoi gian, san giao dich thong bao ding hoat dong dé
béo tri hodc 16i khong truy cap duoc, khach hang khong dang nhap duoc dé rat
tién, mat hét tién.




Thu doan Iira dao qua mang thuwong gap

(6) Pau tw kinh doanh, choi hoa lan dot bién gen

* Cac doi tuong lo1 dung viéc dau tu kinh doanh, choi hoa lan dot bién gen
dang trd thanh trao luu dugce nhiéu tang 16p, thanh phan trong xa hdi tham
gia va tam ly ham l¢g1 cua mot by phan nguot dan.

* Cac d6i twong thuong cau két thanh nhom, thué nha, dung gian, 1am vuon
trong lan roi thong qua céc trang MXH nhu Facebook, Zalo, Youtube,
Tiktok dé 1ap ra cac ho1, nhom nhu: Ho1 chot lan quy, lan dot bién... Cong
khai, quang ba, gidi thiéu, quay clip truc tuyén cac san pham hoa lan dot
bién gen va t6 chirc trao d6i, mua ban truc tiép hodc dau g1a truc tuyén. Poi
v6i giao dich truc tiép, cac d6i twong hen ngudi mua dén dia chi nha thué
dé g1ao dich, sau khi giao dich thanh cong, nhan dugc tién, cac doi tuong
khoa tai khoan, chin lién lac va bo di khéi dia diém nha thué.




Thu doan Iira dao qua mang thuwong gap

7. Gia mao hom thw dién twr
Doi tuong 1ap cac hop thu dién tir twong tu hop thu dién tir cia cac
to chtrc, ca nhan kinh doanh, san xuat co thuc hién cac giao dich

| bang thu dien tir, mao danh do1 tac d€ d€ nghi cac to chirc, ca nhan

| chuyén tién thanh toan hop dong vao tai khoan ngan hang cua doi

tuong va chiém doat.




Thu doan Iira dao qua mang thuwong gap

(8) Chuyén khoan nham tién dé lira dao ép vay nang lii
* Cac doi tuong ltra dao s& co v chuyén nham mot khoan tién dén tai
khoan cua nguoi bi hai. Sau d6 doi tuong lira ddo sé gia danh 1a

nguo1 thu ho1 ng cua mot cong ty tai chinh lién hé yéu cau nguoi

dung tra lai so tien nhu mot khoan vay cung véi khoan 13i cat co.

* Khi bong dung nhan dugc mot khoan tién “chuyén nham" vao tai
khoan, thi khdng nén st dung so tién d6. Néu 1a tién chuyén nham
that thi s€ co da1 dién ngan hang lién h¢ lam viéc, néu phat hién la
chuyén tién nham | thu doan Itra dao thi bao ngay cho CQ Coéng an.




Thong ké ciia B§ Cong an tir 25/5/2020 - 25/5/2021

* CA phat hién 5.400 vu lira ddo chiém doat tai san véi so tién
1.000 ty dong, c¢6 2.500 vu lira ddo qua mang.

* 420 vu st dung mang xa hoi, két ban 1am quen, thong bao giri
qua; 527 vu gia danh can b co quan t6 tung dé g01 dién thoai de
doa; 526 vu hack tai khoan mang xa hoi1; 473 vu Itra tring thudng,
kinh doanh trén web; 144 vu gép von kinh doanh da cap, tién 4o...
* Khi dich COVID-19 bung phat, thu doan Itra dao 1a o1 dung vi€éc
mua ban hang hoa trén cac website ban hang truc tuyén; gla danh
nhan vién y t€ moi goi mua thudc phong dich hoac cung cap dich

vu xet nghieém, tiém vaccine, cung irng vat tu y té.
Bé Céng an téng két mot nam thwc hlen Chl thi so 21/CT TTg cua Thu twéng ngay 25/5/2020 g




LOI KHUYEN DANH CHO SINH VIEN HUFI

~« Lasinh vién HUFI, ching ta phai tich cwe tim hiéu kién thirc
\ phap luat vé an toan thong tin, an ninh mang, cac qui tic U’ng
| xir dung din trén mang x4 hoi. Chi sir dung mang x4 hoi cho
muc dich hoc tip, nghién ctru khoa hoc sinh vién, két noi trao
doi thong tin véi thay cd, gia dinh, ngwoi than va ban bé. Tinh
tdo nhan dién muc tiéu cia cac nhém chat trén mang xa hoi,
tranh bi ru re, 10i kéo vao cac nhom chat sir dung mang xa hoi _‘"'_
. vao cac muc dich tiéu cuc, trai dao dirc Xa hoi, vi pham phap w/
luat. Tw dé ra cho ban than cac nguyen tac sir dung mang xa
h$i, nham phat huy mat tich cwe va han ché toi da mit tiéu
cue ciia mang X3 hoi doi véi ban than, gia dinh va xi hi.




QUI TAC UNG XU TREN MANG XA HOI

» Thay C6 gi6i thiéu Cac qui tac Gng xir trén mang xa
hdi ban hanh theo Quyét dinh s6 874/QD-BTTT ngay
17/6/2021 ctia Bo Thong tin va Truyén théng

\ + Thay C6 giéi thidu cac qui tic wng xir trén mang xa

héi (Dw thao) cia HUFI nam 2021, dang duoc to chirc

léy kién gop Yy cua can bo, vién chuc, nguoi lao dong,

ngudi hoc ctia HUFI (du kién s& ban hanh trong nim

. 2021)




THAO LUAN (15 PHUT)

\ * SINH VIEN HUFI CAN PHAI UNG XU TREN MANG
' XA HQINHU THE NAO?

| . SINH VIEN HUFI CAN PHAI LAM Gi PE PHONG, '
| * CHONG TAC HAI CUA TRO CHOI TRUC TUYEN CO
NOI DUNG BAO LUC VA KHONG LANH MANH? | &

A: SINH VIEN PHAT BIEU

. THAY TONG KET




3. Cdc qui dinh vé xir Iy vi pham trong linh vuc an
ninh mang

h_

\ - Thay Cb gici thieu mot sé qui dinh v& t6i pham trong fink

vwe cdng nghé théng tin, mang vién théng (tlr Diéu 285-
294 B0 luat Hinh sy 2015, stra d0i, b6 sung 2017)

>

%

I\ « Thay CO gidi thieu mét so qui dinh vé x& phat vi pham
' hanh chinh trong linh vwe bwu chinh, vién thdng, tan so
~ VO tuyén dién, cong nghé thong tin va giao dich dién tlr
AL (Nghi dinh sé 15/2020/ND-CP ngay 03/02/2020 ciia

. Chinh phd quy dinh)

&
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CAU HOI ON TAP




Cau 1: An ninh mang la:
A Sy bao dam an toan cho mang Xa hoi
W B. Su kiém duyét ctia co quan chtrc ning doi vdi cac trang
//{ mang Xa hoi
\k\ C. Su kiém tra thudng xuyén ctia co quan chirc niang doi

thong tin dang trén mang xa hoi

'D. Su bao dam hoat dong trén khong gian mang khong gay
é phuong hai dén an ninh qudc gia, trat tu, an toan xa hoi,
.‘ quyén va loi ich hgp phap cta co quan, to chirc, ¢a nhan




Cau 2. Khong gian mang qudc gia la:
w A. Hé thong thong tin do Chinh phu Xac 1ap, quan ly

//ﬂ{f’ B. Hé thong co sé vat chat, k¥ thuat dé tao 1ap, truyén '
;fs*':' i A A _ _ 3 .
‘\\ dua, thu thap, xt Iy, luu trir va trao do6i thong tin trén-

khong gian mang

\,,C Hé thong truyén dan quoc gia

“D. Khong gian mang do Chinh phu x4c 1ap, quan 1y va §

. kiém soat




Cau 3. Toi pham mang la:

A. Hanh vi pha hoai, gay gian doan hoat dong ctia may
\ tinh, mang may tinh cia co quan nha nudc
| B. Hanh vi sir dung mang, cdng nghé thong tin hoic
y phuong tien dién tir dé thuc hién c&c hoat dong b1
\ phap luat cam
,»e‘ '\ C. Hanh vi st dung mang, cong nghé¢ thong tin hoac
phuong tién dién tir dé chiém doat, thu thap trai phép &>
4. thong tin ctia co quan, to chtrc, ca nhan =
AD. Hanh vi sir dung khong gian mang, cong nghé thong ¢

tin hoac phuong tién dién tir dé thuc hién toi pham

. duoc quy dinh tai B luat Hinh su.




Cau 4. Phong chong ti pham mang la trach nhiém

N cua
/ A. B6 Cong an

B. Hé thong co quan nha nudc

| C. Céc doanh nghiép cung tng dich vu Internet S
2 A A 1 . A N [ 7 A g

D. Ca hé thong chinh tri, cac co quan nha nudc, cac to pgi
chtre, ca nhan, trong dé co giang Vién, sinh vién

HUFI.




Cau 5. Vi sao sinh vién phai canh giac véi cac thu
\ doan lira ddo qua mang? (Chon cu ding nhat) D

ll' i A A 2 =7 ~ « 1 A o A
. A. Vinéu khong canh giac s€ bi ltra mat tién.
/)

.}'v’

\l\ B. Vi néu khong canh giac s& bi lira bd hoc.

C. Vi néu khdng canh giac sé& bi Itra tinh cam.
_ D. Vi canh giac véi cac thu doan Itra ddo qua mang la ™ &~
A:.; dé bao vé ban than va gop phan phong chong toi

. pham.




Khoa Chinh tri - Luat HUFI
https://kctl.hufi.edu.vn/




lianitrone camiomcacban dalang nghe




